


1. IlepedeHb 0003HAYCHMI H COKPALECHU I

APM - aBTOMaTH3upoBaHHOE pabouee MEeCTo;

WP - undopmannoHHsIi pecype;

UCTI1x - uadopMannoHHas cucTeMa MepCOHANTbHBIX JIaHHBIX;
K3- xonTpomupyemas 30Ha;

H - nepconanpHble TaHHKIE;

10 - mporpaMMHOe oOecreueHue;

IITC - nporpaMMHO-TEXHUYECKHE CPEJICTBA;

II9MUH - no6GouHbIe ANEKTPOMarHUTHBIC N3TyUYEHUSI U HABOJIKH;
C3WU - cpencrra 3ammtsl HHOOPMAIIUK;

CKSH- cpencTBa KpUnTOTpadIIecKoil 3aMMTH HHBOPMALHH;
@OCBb - ®enepanpHas ciryx6a 6e30macHOCTH;

PCO- penepannuas cayx6a OXpaHsl;

OCTIK - Denepanpuas ciryxba 110 TEXHHISCKOMY U 3KCIIEPTHOMYKOHTPOJIIO.



1. O0uue mo10KeHu

Hacrosmas Mozxeis yrpo3 6€301macHOCTH HIEPCOHANBHBIX JaHHBIX (fanee - Moaens) coaep KUt
CHCTEMAaTH3UPOBAHHBIA NEPEYCHb YIrpo3 OE30MaCHOCTH MEPCOHATLHBIX AaHHBIX IPU MX 00paboTKe B
UCITAn I'BOY I'mmuazus npu ['PM (nanee - Opranuzanus). YKa3aHHbIC YTPO3bl MOTYT UCXOAUTH OT
HCTOYHHMKOB, UMEIOIIMUX AHTPOIIOTCHHBIN, TEXHOICHHBIA U CTUXMUHBIA XapaKTep U BO3JECHCTBYIOIINUX
Ha ys3euMoctu WCIIIH, xapakrepusie mius ganHod WCII[H, peanu3yss TeM caMmbIM yIpO3bl
UH(POPMAIMOHHON G€30MaCHOCTH.

B Mopenu naercst o6o0mennoe onucanne UCII/IH, cocTas, kateropun u mnpezmnogaraeMbii
o0Bbem obpabatsiBaeMbIx I1]1H ¢ mocnenyromielt knaccuduxarnueit U1,

Mojens ONUCHIBACT MOTECHUHMAIBHOIO Hapymwmrens OesomacHoctd [1[lH ¥ moaxonsl 1o
ONPENIENIEHUI0 aKTYaJbHOCTH YIPO3 C YYE€TOM BO3MOXHOCTEH HapylIUTeNnss M OCOOEHHOCTEH

koHkpetHoi MUCII/IH.

Hacrostiuii  JOKYMEHT COCTaBJI€H B COOTBETCTBHHM CO CIEAYIONUMH JEHCTBYIONIMMHA
HOPMaTHBHO-METOJUYECKUMH JIOKYMEHTAMH TI0 3alIUTE TIePCOHATBHBIX TaHHBIX:

[1] - @enepansabii 3akon oT 27 wmionga 2006 roga Ne 149-03 «O6 undopmarmm,
UH(POPMAIMOHHBIX TEXHOJIOTHUAX U O 3aLIUTE UHPOPMALTUNY;

[2] - ®enepanbHbiii 3akoH OT 27 urons 2006 roga Ne 152-D3 «O nepcoOHATBHBIX JJAHHBIX»;

[3] - ®Oenepanbubiii 3akoH OoT 7 Mas 2013 r. Ne99-®@3 "O BHeceHWH W3MEHCHUH B
OTHeNbHbIE 3aKOHOJAaTeNbHbIe akThl Poccutickoil demepaliii B CBI3M C MpHHATHEM (demepanbHOro
3akoHa "O paruduxanun Koueennum Cosera Epombr O 3amute (Qu3MYeckuX JHIL TpU
aBTOMAaTHU3HPOBaHHOW 00pabOTKE MePCOHANBHBIX NaHHBIX" U (eaepanbHOro 3akoHa "O nepcoHaTbHBIX
JaHHbBIX";

[4] - [Toctanosnenue IIpasurenncra Poccuiickoit ®eaeparuu ot 01 Hos1Ops 2012

roaa

Ne 1119 «O6 yrBepxaeHuu TpeOOBaHUH K 3alIMTE IEPCOHATBHBIX JaHHBIX ITPU UX 00padoTKe
B HH(POPMALMOHHBIX CHCTEMAX ITEPCOHAIBHBIX JaHHBIX);

[5] - Ilepeyenp Mep, HampaBiICHHBIX Ha OOCCICUECHUE BBINOIHECHUS OOS3aHHOCTEH,
npeaycmotrpennsix OenepaibabiM 3akonoM "O MEPCOHANBHBIX JAHHBIX" U MPUHSATHIMUA B COOTBETCTBUU
C HUM HOPMATHBHBIMM IIPAaBOBBIMHM aKTaMHU, OlIEpaTOPaMH, SIBISIOLIMMUCS I'OCYIAapCTBEHHBIMU WIIK
MYHULMIAIBHBIMUA  OpraHaMH, YTBEPKJICHHBIA nocraHosieHueMm llpaBurenscrBa Pocculickon
®enepauun ot 21 mapra 2012 r. N 211;

[6] - Vkas Ilpe3uaenta Poccuiickoit denepanuum ot 17 mapra 2008 roga N 351 "O

Mepax 1o obecrieueHuro uwHoOpManroHHoW Oe3zomacHocTH  Poccuiickoit  ®denepanuu  mipu



HCTMONIb30BaHUN  HMH(OPMaIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETEN MeXyHapOIHOTO
nHpopManroHHOTO 0OMeEeHa";

[71 - Tlopsmok npoeaeHus KiaccuGUKauu HHPOPMAIHOHHBIX CUCTEM
NMEPCOHANBHBIX JaHHBIX, yTBepKIAeHHbIM mnpukazoM @OCTIK Poccun, @®Cb Poccunm wu
Mununbopmcsasu Pocenn ot 13 deBpans 2008 roga Ne 55/86/20 (3apernctpupoBaH MHUHIOCTOM
Poccun 3 anpens 2008 rona, peructpanuonHsiit No 11462);

[8] - Tlonoxenuwe o pa3paboTKe, MPOU3BOJICTBE, peATH3AlUA M  IKCITyaTarluu
UG poBaiIbHBIX (KpunTorpaguueckux) cpeacts 3amutel HHbopManuu (ITonoxenne I1K3- 2005),
yTBepskaeHHoe mpukazoM OCB Poccun ot 9 despans 2005 rona Ne 66 (3apeructpupoad MuHOCTOM
Poccum 3 mapra 2005 roaa, peructpannoHHbiit Ne 6382);

[9] - TunoBele TpeOoBaHMS MO OpraHM3allUM U oOecredeHUIo (GYHKIMOHUPOBAHUS
MHU(POBATBHBIX (KPUNTOrpadUUecKUX) CPelCTB, NMPEIHA3HAUEHHBIX [UIsl 3allUThl MHQOpManuy, He
COJIeprKalllell CBEIEHUH, COCTABIIAIOIIMX I'OCYJaPCTBEHHYIO TaliHy, B Cllydae uX

MCTIOJB30BaHUS Ut 00ecTieeHns O€30IaCHOCTH IEPCOHANIBHBIX JAHHBIX IPH HX 00paboTKe B
uH(pOPMAIMOHHBIX CUCTEMax epcoHanbubix AanubiX (PCH Poccum, Ne 149/6/6622, 2008);

[1] - Meroguueckue pPEKOMEHIAUMU IO OOCSCHCYCHUIO C IOMOIIBI KPHUIITOCPEICTB
0€30MaCHOCTH TEPCOHANBHBIX JAHHBIX MpH HUX 00paboTke B HH(POPMALMOHHBIX CHCTEMAax
NEPCOHANBHBIX JAHHBIX C HCHOJb30BaHueM cpeiacTB aBTomaTtuzanmu (PCH Poccun, Ne 149/5144,
2008);

[2] - Meroauka omnpeAeiaCHUs aKTyallbHBIX yrpo3 0e30MacHOCTH NMEPCOHANBHBIX JAHHBIX
npu ux 00paboTrke, B MHYOPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX AaHHBIX (yTBepxKAcHa 14 deBpans
2008r. 3amectutenem aupekropa @CTIK Poccun);

[3] - bazoBas mozmenb yrpo3 0€30macHOCTH MIEPCOHATLHBIX JaHHBIX NPU UX 00paboTke, B
nH(OPMAIMOHHBIX CUCTEMaX MIEPCOHANLHBIX NaHHBIX (yTBepkaeHa 15 despans 2008r. 3amecturenem
nupextopa ®CTOK Poccun);

[4] - CocraB u conmepkaHUE OPTaHHU3AIMOHHBIX M TEXHUYECKUX Mep MO 00ecTIeueHUro
0€30MacHOCTH MEpPCOHANBHBIX JaHHBIX TpH HX o00paboTke B HMHQPOPMAIIMOHHBIX CHCTEMax
MEPCOHANBHBIX JIAHHBIX, YTBEpKJAeHHOE nmpuka3zoMm aupektopa @CTIK Poccun ot 18 despana 2013
rojga Ne 21;

[5] - Tpeboranus o 3ammure HHGOPMAIHH, HE COCTABIISAIONICH TOCYIapCTBEHHYIO
TallHy, coAepKallelics B rocyJapCTBEHHBIX WH(GOPMALMOHHBIX CUCTEMaX, YTBEP)KICHHBIE NPHKA30M

OCTIK Poccuu ot 11 derpans 2013 roga Ne 12.
2. XapakTtepucruka o0bekTa HHpoOpMaTH3ALIUH

B Opranunsanuu cyiectBytoT ciiegyromme Tiisl MCITIn:



1. VICIT[1s BeneHust OyXraiTepCcKoro yduera, yIpasieHusI IEPCOHATIOM, pacueTa 3apaboTHOM IIaThI
Opranuzauuu.

2. UCII[du mepenmaun umHpopMmaruu, B ToM uuciae ITJH, B memsx ucnoiHenus DegepanbHbIX
3aKOHOB.

Coctas UCII/IH n oOpadaThiBaeMbIX B HUX MEPCOHANBHBIX JaHHBIX NpHBeneH B [Ipunoxennn Nel
K HacTOSIIIEMY JOKYMEHTY

B xauectBe 00nekTa MHGOPMATH3ALNN TPENPUITHS BHICTYNAIOT:

1. ABTOHOMHBIEC aBTOMATU3UPOBaHHBIE padoune mecta (APM).

2. JloxanbHbIE BBIMUCIUTENBHBIE CETH.

B 3aBuCcHMOCTH OT XapakTEPUCTHK U OCOOCHHOCTEH OTACIBHBIX OOBEKTOB YaCTh BEIYUCIHTEIBHBIX
CPEJICTB JAHHBIX MPEANPUATHI MOKIIOUEHA K CETSAM CBSI3H OOIIETO MOIB30BAHUS.

BBoa mnepcoHanbHBIX JaHHBIX OCYIIECTBISACTCS Kak € OyMaXHBIX HOCHTENCH (Hampumep,
JOKYMEHTOB, YI0CTOBEPSIOIIMX THUYHOCTE CyOBekTa [1/1H), Tak v ¢ 3JIEKTPOHHBIX HOCUTENCH HH(pOpMALUH.

NUCIIJr npexrosaraloT Kak pacupelesneHHyo (Ha APM), Tak M LEHTpaJM30BaHHYIO (Ha
BBIJICJICHHBIX (DalIOBBIX cepBepax cetr) o0paboTKy n xpanenue [1/1H.

IlepconanbHble aaHHble cyObekToB IIJ[H Moryt BeIBoguThes u3 UCIIJIH ¢ uensio nepenayu
MEPCOHANBHBIX JaHHBIX COTPYAHUKOB OpraHu3alyy, Kak BOJIEKTPOHHOM, TaKk U B OyMa)KHOM BHJIE.

Konrposmmmpyemoii 3on0# (K3) UCIIAn gBisitoTcs 31aHusl 1 OTACNLHBIC TOMELIeHUs. B nipexenax
KOHTPOJMPYEMOM 30HbBI HaxosaTcs paboure MecTa MoJb30BaTeNe n MecTa
XpaHEHHUs AapXMBHBIX KOMUH JaHHBIX, CEPBEPHl CHUCTEMBI, CETEBOE M TEIEKOMMYHHUKAIIMOHHOE
obopynoBanre MCII/ln. BHe KkoHTponupyeMoW 30HBI HaXOAATCS JIMHHHM MepeJaddl JaHHBIX |
TeIeKOMMYHUKaIIHOHHOE 000pyI0BaHKe, UCTOIb3yeMoe sl HH(QOPMallHOHHOTO OOMEHa MO CETSIM CBS3HU

0011ero MoJab30BAHUS U (MIIH) CETSIM MEKYHapOIHOT0 HH(POPMaIlMOHHOTO 0OMEeHa.

3. CocTtas, KaTeropuy 1 00beM NepCOHANBHBIX JAaHHBIX, ONPe/ieIeHHeYPOBHS
3aIUILEHHOCTH MePCOHATBHBIX JAaHHBIX

Ha ocnoBe xapaktepuctuk u ocobennocter ucnoiabzyeMmbix MCIIn u o6pabarsiBacMbIX B HUX
[EPCOHANBHBIX JAHHBIX, MOKHO KOHCTATUPOBATh, YTO IIEPCOHANbHBIC AaHHbIe CyObekToB [1/1H,
obpabarsiBatoTcs B Opranu3anuu UH(POPMALIMOHHON CUCTEMOM, 00pabaTbiBaromwLeit
00IIEIOCTYITHBIC TICPCOHANBHLIC JAaHHBIC, a TAaKXKE CHCTEMOH, oOpabaTbiBaiolell HWHBIC KaTEropud
HEPCOHANBHBIX JaHHBIX. CHenuaibHble KaTerOpUH NEPCOHAIBHBIX JaHHBIX U OHOMETPUYECKHE
nepcoHanbHble faHHble B UCITJIH Opranuzanum He oOpadaThiBatoTCS.

Jnsa HUCIIJIlH OpranuzanuyM axkTyajdbHBl YTpoO3bl 2 TUNA - YTPO3bl, CBSI3aHHBIE C HAJIMYHMEM
HEJIOKyMEHTHUPOBAHHBIX  (HEJCKIIapUPOBAHHBIX) BO3MOKHOCTEH B  MPHUKIATHOM  TPOTPaAMMHOM

obOecrieyeHrr, HUCIMOIb3yeMOM B HH(popMmaliMoHHONH cucrteMme. CorimacHo MOANMYHKTY «0» myHkTa 11



«TpeboBanuii K 3alMTe MEPCOHANBHBIX JAaHHBIX NPH MX 00paboTke B WHGOPMAIMOHHBIX CHUCTEMax
nepcoHanbHBIX JaHHbIX» 11 UCITIa Opranauzanuu Tpedyercs obecreunTs 3-1il ypoBeHb 3aIUIIIEHHOCTH

MEePCOHANBHBIX JaHHBIX MPH UX 00paboTKe B MHPOPMAIIIOHHOM cucTEME.

4. Crnoco0bI HapyLIeHHs XapaKTePUCTHK 0€30N1aCHOCTH NMEepPCOHATBHBIX

JAaHHBIX

Hcxons u3 nepedns nepcoHaNnbHbIX JaHHBIX, oOpabaTteiBacmbix B MCITAH,cymecTByoT
CJICAYIOUIME CTIOCOOBI HAPYIICHHS XapaKTepucTHk 6ezomacHoctu I1/1n:

O XMILEHUE [IEPCOHANIBHBIX JAHHBIX COTPYIHHUKAMM IIPEAIIPUATHS ISl HCIIOIb30BaHMS
B KOPBICTHBIX LIEJISX;

i nepenaya pUHAHCOBOI, aAPECHON, IOPUANYCCKON U IPOUCH
uHpopmauuu o cyosekre [1/Jn TpeTsum munam;

O HECaHKLMOHUPOBAHHOE ITyOJIMYHOE PA3IIIAlIeHUE IEPCOHANIBHBIXJAHHBIX, CTABLINX
M3BECTHBIMH COTPYAHUKAM IIPEANPUSATHUS;

O HecaHKIIMOHWPOBAHHOE MOTYUYeHHEe MEePCOHANBHBIX TaHHBIX TPETHUMU JINIIAMU;

O yHHUUTOXEHUE PUHAHCOBOM, ajpecHOM, IOpUANUECKOl U pouell HHGopMaIK O
cyonexre 11]1H;

O MoaHpUKaIms (brHaHCOBOM, aJpECHON, FOPUJIHYECKOU "
npoueit uHpopmanuu o cyorexre I1/1H;

O OJIOKHpOBaHNE ¢uHaHCOBOH, aipeCHOH, IOpUANYECKON u
npoueit uHdpopmaruu o cyonexre I1/H;

0 BBOJ] HEKOPPEKTHOW (PMHAHCOBOM, aJIpeCHOM, FOpUINYECKON U Mpovei
uHpopmarinu o cyonekre [1J1H;

i nepeaaya HeKOPPEKTHOH (PHHAHCOBOM, aAPECHOMN, IOPUANICCKON HIIpoYeH HHPOPMALIUHU O

cyosekre [1/1n;
O uckaxeHue apxuBHoi HHGopmaru no cyobexty I1/1H.

O yHUYTOXEHUE apXUBHON MHpopMaIuu no cyonexty [1aH.

5. ¥Yrpo3bl 06e30MacHOCTH NePCOHAIBHBIX IAHHBIX, IPH UX 00paboTKe B

I/IH(l)OpMaIII/IOHHI)IX CHCTEMAX MMEPCOHAJIBHBIX TaHHBIX

[ox yrpo3amu 6€301aCHOCTH HEPCOHANBHBIX AAHHBIX IpH ux obdpadorke B MCII/In nonnmaetcs
COBOKYIIHOCTh YCJOBUH H (aKTOPOB, CO3JAIOMMX MOTCHIHAIBHYIO HIM PEAIbHO CYIIECTBYIOLIYIO
OMACHOCTb, CBA3AHHYI0 C  yTEUKOM uWHPopMaumu W (WIM) HECAaHKUMOHHWPOBAHHBIMH U

(nnm )HETIpeTHAMEPCHHBIME BO3/ICHCTBUSIMU HA Hee. TakuM o0pa3om, yrpo3sl 6ezonacHoct [1JIH npu ux



obpaboTke B CIIJIH MOTYyT OBITH CBSI3aHBI KaK ¢ HelpeaHaMepeHHbIMU AeiicTBusiMu niepconana UCTI/IH,
TaK ¥ CO CHELHMAIBHO OCYILIECTBIEMBIMHA HENPAaBOMEPHBIMM ACUCTBHAMM OTIENBbHBIX OpPraHM3alMi U
IPaXKAaH, a TaK)Ke WHBIMM UCTOYHMKaMHU yrpo3. HenmpaBoMepHble TEHCTBHS MOTYT HCXOOUTh TaKKE U OT
COTPYJHHUKOB TNPEINPHATHA B Clydae, KOIZJa OHH PACCMATPUBAKOTCS B KAYECTBE IOTCHIHAIBHOIO
Hapyumrens 6e3onacHoct [1/IH.

B nensx dbopmupoBaHus CUCTEMaTH3MPOBAHHOTO TepedHsi yrpo3 OesomacHoctu [1/[H mpu ux
obpabotke B UCII/IH 1 pa3paboTke Ha MX OCHOBE YaCTHBIX (JIETATU3UPOBAHHBIX ) MOJIEIeH TPUMEHUTENBHO
Kk koHkpetHomy Bunay WCII/IH, yrpo3sl Oe3zomacHocTH nepcoHanbHbIM AaHHbIM B MCIIJ/IH MoxHO

KJ'IaCCI/ICbI/IHI/IpOBaTB B COOTBCTCTBUHU CO CICAYIOUIUMU NMPU3HAKAMU!
O o BHJaM BO3MOXHBIX UCTOYHUKOB YI'PO3;

i no tuity MCII/IH, Ha KOTOpbIE HAllpaBiIeHA pealu3alus yrpos;

O 1o Buay HapymagMoro CBOMCTBA uHPOpMAITUU

(BUAy HECAaHKLIMOHUPOBAHHBIX ACUCTBUH, ocyliecTBisieMbix ¢ [1/11);

m 1o crnoco0am peanu3aui yrpos;
O 110 UCIIOJIb3YEMOU YA3BUMOCTH;
O 110 0OBEKTY BO3ACHCTBHSL.

Jis UCTTH cymecTBYyIOT CleayIONUuMe KJIAcChl yIpo3 6e301acHoCcTH
TTn:
ITo BHAaM BO3MOKHBIX HCTOYHHKOB YIPo3 0€30I1aCHOCTH NMEePCOHAIBHBIX
AAHHBIX

- YI'PO3Bbl, CBA3AHHBIC C IPEAHAMEPCHHBIMY WJIA HEIIPEAHAMEPECHHBIMY JICHCTBHUAMMU JIMLI,

umetromu pocryn k UP UCI1/IH, Britoyast 110JIb30BaTeNel, peajln3youe yIpo3bl

uenocpeacrseano B MCI Iu;

YIPO3bl, CBSI3aHHBIE C INPEIHAMEPCHHBIMM WJIM HENPEAHAMEPECHHBIMHU ACUCTBUSMHU JIML, HE
umerommx gocryna k MCIIn, peamusyiomue yrpo3sl M3 BHCIIHHUX CETEH CBA3M OOMIEro
HOJIB30BaHUSA U (WJIN) CeTeil MEeXIyHApOJHOT0 HHPOpMAamoHHOTro 0OMeHa;

yI'PO3bl, BO3HUKHOBEHHE KOTOPBIX HAIPAMYIO 3aBUCUT OT CBOMCTB TE€XHHMKH, HCIIOIB3YEMOH B
NCTIH;

YIPO3bl, CBSI3aHHBIE CO CTUXMMHBIMA MMPUPOIHBIMU SIBICHUSMH.

Kpome aTOro, yrpossl MOryT BO3HUKaThb B pE€3y/IbTaTe€ BHEAPEHUA alllapaTHBIX 3aKIaloK U
BPENOHOCHBIX IIPOIPAMM.
ITo Tuny UCTI[IH, Ha KOTOpPBIE HATIPABJIEHA YIPo3a:
ITo crpyxrype UCII/IH, Ha KOTOpBIE HAIIpaBjIEHA yIpo3a, HEOOXOMMO pacCMaTpPUBaTh CJICAYIOLIUE

KJIACChI YIpo3:



yTpo3sl  O€30MaCHOCTH JTAHHBIX, obpadarsiBaembix B UCIT/IH Ha 6aze
ABTOMATH3HUPOBAHHBIX PabOYHX MECT;
yIpo3bl  0€30MacHOCTH JTAHHBIX, obpabateiBaembix B UCII/IH Ha Gaze

JOKaJbHBIX HHPOPMALIMOHHBIX CHCTEM.
Ilo cmocofam peanuszanum yrpos:

[To crmoco6am peanu3ariy yrpo3 BbIIETSIOT CEAYIOIINE KIacChl YTpo3:

YTPO3bl, CBA3aHHBIE ¢ HECAHKITMOHUPOBAHHBIM JocTymnoM K [1/]H (B TOMumcie yrpo3s
BHEJIPCHUS BPEAOHOCHBIX IIPOTPAMM);

yrpo3sl yreuku [1/[H o TexHnueckuM kaHanam yreuku napopmanuu (TKYN);

yIrpo3sl cienuanbHeIX Bozsencteuil Ha MCI/IH.

ITo BuaY HapymiaeMoro cBoicTea HHGOpMAUU (HECAHKIIMOHUPOBAHHBIX
AeiCTBUI, 0CYLIECTBJISAEMbIX € EPCOHATbHBIMH
JAHHBIMH):
ITo BUIY HECAHKIIMOHMPOBAHHBIX JIEUCTBHUI, OCYUIECTBIISEMBIX C
MEePCOHATBHBIMHU IaHHBIMH, MOKHO BBIJIEJIUTH CIEAYIOIINN KJIACC yrpos:

YIpo3bl, TPUBOJANINE K HapylieHno KkoHbpuaeHnuanpHoctu [I/[H (xomupoBaHuio wuin
HECaHKIIMOHMPOBAaHHOMY  PAacTpOCTPAHEHUIO), TMpPH peau3allid KOTOPBIX HE  OCYIIECTBISETCS
HETNIOCPEACTBCHHOTO BO3ACHCTBUSI HA COJICPKaHNE HH(POPMALIUY;

yTPO3bI, IPUBOISIINE K HCCAHKIIMOHHPOBAHHOMY BO3JICHCTBHUIO HA COACp X aHUe HH(DOpMALIHHY, B
pe3yabTaTe KOTOPOTO IMIPOUCXOAUT U3MEHCHUE JAHHBIX UM UX YHUUYTOXKCHUC;

yIpo3bl, MNPUBOASAIIMEC K HECAHKUIMOHWPOBAHHOMY BO3JACHCTBHUIO HA MPOTPAMMHEIC WIIU
nporpammuo-annaparusie uieMenTsl UCIIQH, B pe3ynbTaTte KOTOPOTO OCYILIECTBISCTCA OJOKMPOBAHUC

NAHHBIX.

ITo ucnosib3yeMoii yI3BUMOCTH BbLICJHIOTCS CJEAYIONIHE KJIACCHI YIPO3:

YIPO3bl, PEAIM3YEMBIE C HCIOJb30BAHUEM YA3BUMOCTH CHUCTEMHOIO IPOTPAMMHOIO
obecneueHus (I10);

YIpo3bl, peaju3yeMbl€ C HCMOJBb30BAHMEM YsI3BUMOCTH mpukiagHoro 110; - yrpossi,
BO3HUKAIOIIME B pE3yJbTaTe HCMOJb30BAHUS YSI3BUMOCTH, BbI3BaHHOW Hamuuuem B WCII/IH
anmnapaTHoOM 3aKIajKu;

YIPO3bl, pEAIHU3YEMBIE C HCIOJB30BAHUEM YA3BHMMOCTEH IPOTOKOJOB CETEBOTO
B3aMMO/ICUCTBUS U KAHAIIOB II€PENAYN TAHHBIX;

yYIpO3bl, BO3HHUKAIOIIME B PE3YJbTATe MCHOJIB30BAaHUA YA3BUMOCTH, BBI3BAHHOU
HEJAOCTATKAMHU OpPraHW3aIMU TCXHUYCCKOW 3alUThl WHGOPMAIUU OT HECAHKIHMOHUPOBAHHOTO
JOCTYIIa;

yIPO3bI, peaJu3yeMbIC C HCIIOJIB30BAHUEM YSI3BUMOCTEH, OO0YCIOBIMBAIOIIMX HATHYUC



TEXHUYECKUX KAaHAJIOB YTEYKH HH(HOPMAIIHNH;

yTPO3Bl, peaTH3yeMbIe C HCIONb30BaHNEM YI3BUMOCTEH CPEACTB 3aIUTHIMH(OPMALIUHL.

I1o 00beKTY BO3A€eiicTBHS BbIACIAIOTCS CleyIOIHe KJIACCHI YIPo3:

yrpossl 6ezomacHocty [1/10, ob6pabaTsiBacmbix Ha APM;

yrpo3bl 6ezonacuoctu [1/{H, oOpabaTbiBaeMBIX B BBIACICHHBIX CpeICTBax 00pabOTKH
(mpuHTEpax, MIOTTEpPax, rpadONOCTPOUTEIISIX, BEIHECEHHBIX
MOHHUTOpAax, BHICOIPOCKTOPAX, CPEACTBAX 3BYKOBOCIIPOM3BEICHHUS M T.II.); yrpossioesomacuoct [1/1H,
HICPEAaBAEMBIX 110 CETSAM CBSI3H;

yIPO3bI PUKJIATHBIM IIPOTpaMMaM, ¢ IOMOIIBIO KOTOPBIX 00padaThIBalOTCs
T /TH;

yrpo3sl cucteMHoMy [10, obecneunBaroniemMy (bYHKIIMOHHPOBaHNE
UCIIH.
6. XapakTepucTHKA UCTOYHUKOB YIP03 0€30I1aCHOCTH NEPCOHAIBHBIX
aannbix B UCIIn
B orHomennu UCIT/IH MOTyT cyliecTBOBaTH TpU THUNA HCTOYHHUKOB yrpo3oe3onacHoctH [1/1H:
1. AHTpomoreHHble HCTOUHHKH yrpo3 6e3onacHoctu I1]]H.

2. TexHOreHHbIE UCTOUHHKH yrpo3 Oe3omacHocty [1]1H.

3. CruxuiiHble HCTOYHUKHU YIpo3 Oe3omacHocTr [T]]H.

AHTpONOreHHbIe HCTOYHUKH yIpo3 Oe3onacHocTH I11H

B xauectBe anTpomnorenHoro ucrounuka yrpos 11 MCITJIH HeoOXxogumo paccMaTpuBaTh

cyOBeKTa (JTMYHOCTH), MMEIOIETO CAHKIIMOHUPOBAHHBIM MIIM HECAHKIIMOHUPOBAHHBIM JOCTYI K
pabote co mtatHeIMU cpefacTBamu MCII/IH, neficTBUS KOTOPOro MOTYT MPHUBECTH K HApYIIEHUIO
0e30MacHOCTH NEPCOHANBHBIX TAHHBIX. AHTPONOTEHHBIE HCTOUHUKH YTpo3 1o oTHoteHnto k UCTI /T
MOTYT OBITh KaK BHEIIHUMH, TaK 1 BHYTPEHHUMU

CpeaM BHEWIHUX aAHTPOIIOIEHHBIX MCTOYHHMKOB MOYKHO BBIAGJIWTH  CIy4dalHbIE W
IIPEAHAMEPEHHBIC UCTOYHHKHU.

Cayuaiinbie (HenpeaHaMepEeHHbIC) HCTOYHUKHU MOTYT UCIOJIB30BaTh TAKUE YSI3BUMOCTH, KaK
omnbOku, coepmeHusie npu npoekruposanuu MCII/In u ee seMeHTOB, OLIMOKKA B MPOTPAMMHOM
o0ecreueHny; pa3mMIHoro poaa cOoM U OTKa3el, moBpexaenus, npossisiemsie B MCITn. K takum
MCTOYHHMKAM MOKHO OTHECTH IIE€PCOHAN ITOCTaBLUIMKOB Pa3JIM4YHOrO POJA YCIYT, IEPCOHA HAA30PHBIX
OpraHM3aUil U aBaApUHHBIX COYkKO0 U T.1. JeiicTBus (Yrpo3sl), UCXOASIINE OT JAHHBIX HCTOYHUKOB,
COBEPILAIOTCS M0 HE3HAHUIO, HEBHUMATEIBLHOCTU WM XAJIATHOCTH, U3 JIIOOOIBITCTBA, HO O€3 3J10T0
yYMBICIIA.

[IpengnamepeHHbIE MCTOYHHUKHU IPOSABIIIOTCS B KOPBICTHBIX YCTPEMIICHMSIX HapyILUUTEICH.



OcHoOBHast 1leNb TakKMX HCTOYHHUKOB - YMBILIUIEHHAas [e30praHu3aius paboThl, BBIBOJ CHCTEM
Opranmzandd U3 CTpos, HUCKakeHHe uHpopmanuu 3a cuer npoHukHoBeHus B MCIIJIH myTtem
HECaHKIIMOHHUPOBAHHOTO JOCTYIIA.

BHyTpeHHUMH HCTOYHHKAMM, KaK MPaBUIO, SBISIOTCS CHEUAINCTHI B 00JacTH
IporpaMMHOro odecredeHnsl 1 TEXHUYECKHUX CPe/ICTB, B TOM YHCJIe CPENICTB 3alIMThl HH(OpMAaIINY,
HUMEIOIINE BO3MOXHOCTh HCMONB30BAHUS IITATHOTO OOOPYJOBAHMS W MPOrPaMMHO-TEXHUYECKHX
cpeacts MCII/IH. K TakuM MCTOYHMKAM MOYKHO OTHECTH OCHOBHOHM IEpPCOHAN, MpPENCcTaBUTENEeH
¢y k0 6e30MacHOCTH, BCIIOMOTATeNbHbIN U TEXHUUECKUH TIEPCOHAIT.

JI7s BHYTpPEHHHX HCTOYHHUKOB Yrpo3 0co00€ MECTO 3aHMMAaIOT YIPo3bl B BH/IE ONIHOOYHBIX
nevictBus W (WIM) HapyNICHUM TPeOOBaHUM OKCIUTyaTalluOHHOM © WHOW JOKYMCHTAI[UH
corpyanukamu Opraauzanuu, umeromux noctyn k UP UCI/Ia. K mogo0HbIM yrpo3am, B 4aCTHOCTH,

OTHOCATCA.

— HETIPEYyMBILIICHHOE UCKAXEHUE UM YJAICHUE IPOIPAMMHBIX KOMIIOHEHTOB;
— BHEJAPEHHE U UCIIOJIB30BAHNE HEYUTEHHBIX POTrPaMM;
— UIHOpPHpOBaHME OPraHMU3alMOHHBIX OIpaHUYEHUH (YCTaHOBJIEHHBIX [IpaBUII) IpU padboTe
¢ pecypcamu MCI1/IH, BKitouasi cpecTBa 3amuTsl nudopmaruu. B vactaocTtu:
—  HapyLICHHUE MPaBWI XpaHCHUS HHPOPMALIMH OIPaHMYCHHOIO JOCTYIA, UCHIOIB3YEMOM
IpY SKCIUTyaTaluyu CPEACTB 3aIUThl MH(GOpMannH (KII0YEBOH, MApOIBHON U Ay TCHTU(UITHPYIOMICH

uHpOpMaLIKK);
- IPEIOCTABJICHUE TOCTOPOHHHUM JINTIAM BO3MOKHOCTH JIOCTYTIA K CPEJICTBAM 3aIlUTHI

UH(pOPMALIKY, a TAKKE K TEXHUUYECKUM U ITPOrPaMMHBIM CPECTBAM, CIIOCOOHBIM MOBJIHATH Ha
BBITIOJTHEHHE MTPEABABISEMBIX K CPEJICTBAM 3aIIUTHI HHPOpMAIMU TpeOOBaHHUI;

HACTpoiika 1 KOH(PUTYpUpOBaHUE CPEACTB 3allUThl MH(OPMAIINN,a TaKKe TEXHUUYECKUX U
MPOrPaMMHBIX CPEJICTB, CTOCOOHBIX MOBIHSTH HA BHITOJIHEHNE TPEABABIIEMBIX K CPEJCTBaM 3all[UThI
uH(popMalliu TpeOOBaHM, B HApYIIEHHE HOPMATUBHBIX M TEXHUYECKHUX JOKYMEHTOB;

HecooOmenne o ¢akrax yTpaTbhl, KOMIPOMETAIIMH  KIIOUEBOW, TApPOJILHOW U
ayTeHTHULIMpYIolel nHdopMalny, a Takke 10001 apyroit HHGOpMaIMK OTPaHUYEHHOTO JI0CTYyIIA.

Haubonbiiyo omnacHOCTh MPEACTABISIOT MPEJIHAMEPEHHBIE YTPO3bl, UCXOMANIMNE KaK OT
BHEIIHMX, TaK U OT BHYTPEHHUX aHTPOIOTEHHBIX HCTOUYHHUKOB.
HeoOxoaumo paccMarpuBaTh CJICAYIOIIKE KIACCHl TAKUX YIPO3:

YI'PO3bl, CBSI3aHHBIC C IPSAHAMEPECHHBIMU ACUCTBUSMH Jin1l, uMetomumu goctyn Kk UCIT/n,
BKiitouast nojib3oBaresiel MCIIJH 1 vHBIX COTPYAHUKOB LPEAIPUSTHUS, PEATU3YIOIIMMU YIPO3bI
HenocpeacrsenHo B UCIIAn (BHyTpeHHUHN HapylINUTEb);

yIPO3bl, CBA3aHHBIE C IIPEIHAMEPEHHBIMU ACUCTBUAMM JIML, HE UMEIOIIMMU JOCTyla K

NCTI/IH v peanu3yonMMu yrpo3bl U3 BHEIIHUX CETEH CBI3M OOMIEr0 TOJB30BaHUSI WM CETSH



MEXKTYHApOAHOTO MHGOPMAIITMOHHOTO 0OMeHa (BHEUTHUI HapYIIIUTEND);
YIPO3bl, CBA3aHHBIE C MpelHAMEPEHHBIMH AEMCTBUSIMH JIUML, HE UMEIOUIMMU JOCTYIa K
UCII/IH u peanu3zyromumu yrpo3sl mo TKYH.
TexHOreHHble UCTOYHUKM Yrpo3 0e3onacHocT [11H
TexHOTeHHBIE HCTOYHUKH YTPO3 HAMPSAMYIO 3aBUCST OT CBOMCTB TEXHUKH.

JlaHHbIE UICTOYHUKY TAKKe€ MOTYT ObITh KaK BHEITHUMH, TaK U BHYTPEHHUMH.

K BHenrHuM ucTouHMKaM oTHOCATCS MHppacTpykTypHbIie anemenTsl UCIIJIH: cpencTsa cBa3n
(TenedoHHBIE JUHUM, JUHMM TeEpeNayd JaHHBIX W T.M.), CETH MHXXEHEPHBIX KOMMYHMKAIMH
(BomocHaOXKeHMEe, KaHAITM3aIMs, OTOTJICHHE U TIP. ).

K BHYTpeHHMM MCTOYHMKAM OTHOCSITCSI HEKAYECTBEHHBIE TEXHUYECKHE M MPOrpaMMHEBIC
cpenctBa  o0paboTkM  WHGOPMAIUK, BCIIOMOTATEIBHBIC CPE/ICTBA (OXpaHBI, CHTHAIW3AINH,
TeneoHUN), ApYrue TeXHU4YecKue cpeactBa, npumensemble B VCIIJIH, a Takke BpemoHOCHOE
nporpaMMHOe 00eCTICUCHHUE U allapaTHbIe 3aKIaAKH.

AnnapatHas 3aKJaaKa
AnnaparHple 3aK/aJKd MOTYT OBbITh KOHCTPYKTMBHO BCTPOCHHBIMM M aBTOHOMHBIMHU.

AnmaparHble 3aKJIaJIKH MOTYT Peau30BaTh YIPo3bl:
cbopa u HakorieHus [1/]H, o6pabareiBaembrx u xpanumbix B UCIT/IH;

- (opmuporanust TKY.

B cuny oTMedeHHBIX CBOMCTB ammapaTHBIX 3akiafok 3¢ ¢eKkTHBHas 3alliTa OT HUX MOMKET
ObITh OOecrieueHa TOJBKO 3a CUET TINATEIBHOrO ydeTra MX chenupuKkd M COOTBETCTBYIOIIEH
OpTaHW3aIMH TEXHUUECKOW 3aIlUThl HHGOPMAIMH Ha BCceXCcTaauax xku3HeHHoro nukna MCIT/Ix.

Hocurenn Bpe1oHOCHOH NPpOrpaMMsl

B kavectBe Hocutenst BpenoHocHoi nporpammel B MCII/[H MoxkeT BBICTYynaTh annapaTHbII
3JIEMEHT CPEACTB BbIYMCIUTENbHON TeXHUKH u3 coctaBa MCIIJIH unmm 110, BeIMOSHSIONIEE POJIH
MPOTrPaMMHOT0 KOHTEHHEpa.

Ecnu BpenmoHocHas mporpaMMa He acCOIMHUPYETCs ¢ KaKOU-TuO0 MPUKIIAIHOM MporpaMmMoit
u3 cocraBa cucteMHoro uiu odmiero ITO UCII/IH, B kauecTBE €€ HOCUTENS BHICTYIAIOT:

BHEIIHUI MAaIIMHHBIN (OTYyXAaeMbIi) HOCHUTENb, T.€. JINCKETa, ONTHYECKHUH JIHCK,
Ja3epHbIN TUCK, QIAII-NaMSITh, BHEITHUMN )KECTKUH JUCK U T.I1.;

BCTPOCHHBIC HOCUTEIN HHPOPMAINHU (KESCTKUE TUCKH, MUKPOCXEMBI ONICPATUBHOMN MTAMSTH,
IIPOLIECCOP, MUKPOCXEMBI CHCTEMHOM ILIAThI, MUKPOCXEMBI yCTPONCTB, BCTPAUBAEMBIX B CHCTEMHBIN
OJIOK YCTpOICTBA - BUACOAIANITEPa, CCTCBOH IIATHI, yCTPOWCTB BBOJA/BBIBOAA U T .

n.)

MHUKpPOCXEMbI BHELTHUX yCTPOUCTB (MOHUTOPA, KJIaBUATYpPbl, IPUHTEPA, IUIOTTEPA, CKAaHEPa

U T.IL.).

B Tom cnyuae, eciu BpeioHOCHAs IPOTpaMMa MOXKET OBITh MPOACCOLUUPOBAHA C CUCTEMHBIM



win o6mmM I10, ¢ daitnaMu pa3ianyuHON CTPYKTYPHI UM C COOOIIEHUSIMU, TIEPETaBaEMbIMH TIO CETH,

TO €€ HOCUTEJIEM SIBISIOTCS
nakeTsl nepenasaeMeix 1o cetu MCIIn coobenwii;

- (baiinel (MCIOTHSICMBIC, TEKCTOBEIC, IpaUISCKUe U T.1.).

[Ipy BO3HUKHOBEHUM yIpo3 M3 JAHHOW I'PYIIIbI OSABISAETCS IOTEHLIMAIbHAS BO3MOXHOCTD
HApyWEeHWsT KOH(QUICHIMAIBHOCTH, UEIOCTHOCTH, MJOCTYHHOCTH M JPYTHX XapaKTePHUCTHK
6e3omacuoctu I1/1H.

Cruxuiinbie HCTOMHUKH yrpo3 0e3onacHocTr I11H

CruxuiiHple  HCTOYHMKH  yrpo3  OTJIMYaeTcs  OONBIIMM  pa3HooOpazueM
HEIPEICKAa3yeMOCTbIO U SIBJISIFOTCS, KaK IIpaBUIIO, BHELIIHUMHU 110 oTHOoWeHUto K Opranusauuu. Ilog
HUMH, [IPEKJIE BCEI'0, PACCMATPUBAIOTCS Pa3IMYHbIE IPUPOIHBIC KATAKIN3MBI: 110Kapsl,
3eMJIETPSCEHHUS, yparanbl, HABOJHEHUS. BOZHUKHOBEHHE 3TUX UCTOYHUKOB TPYAHO CIIPOTHO3UPOBATh
U UM TSDKEJIO POTUBOICHCTBOBATH, HO IPH HACTYIIJICHUH TOAOOHBIX COOBITHI HapyIIAeTCs INTATHOES
¢ynkunonuposanue camoit MCIIln u ee cpencTB 3aMTEI, YTO MOTCHIMAIBHO MOXET IPUBECTH K
HapyUIeHHIO KOH(PHIEHIIHATBHOCTH, [IE0CTHOCTH, TOCTYITHOCTH
U IpYTUX XapakTepucTHk 6e3omacHocty [1/1H.

3amuTa OT Yrpo3, HUCXOISIIMX OT TEXHOTEHHBIX W CTUXUHHBIX MCTOYHHUKOB YIpo3
oesomacHoctu [I/lH, pernmameHTHpyeTCs HHCTPYKIUMSIMH, pa3pabOTaHHBIMH M YTBEpPXJACHHBIMH

omepaTopoM ¢ yuetoM ocobeHHocTel skcruryataruu UCITJ[H.

8. Moaenb HapymuTeas 6€30MaCHOCTH NEePCOHANBHBIX JAHHBIX

Amnanm3 BO3MOXKXHOCTEH, KOTOPBIMH MOKET 00J1a1aTh HAPYLIHTENb, IPOBOJUTCS B pAMKaX MOJICIN
HapyLIUTENS.

[Ipu pazpaboTie MOAETH HAPYIINTEIS 3a)UKCHPOBAHBI CICIYIOIINE TTOJTO0KECHHUS:

1. Bezomacuocts I1ln B UCII[Ju obecnieunBaeTcsi CpeACTBAMH 3aIUMTHI MHGOpMALMU
HUCTIdn, a Takke HWCHOJIb3yEMBIMH B HHMX HH(OPMALMOHHBIMUA TEXHOJOTHSIMH, TEXHHUYCCKUMH M
OPOTPAMMHBIMU ~ CPEACTBAMH, YJOBJICTBOPSIOIIMMHU TpeOOBaHMAM 10 3amuTe WHPOPMALINH,
YCTAHABJIMBACMBIM B COOTBETCTBUH C 3aKOHOAATENIbCTBOM Poccuiickoit Denepanmu;

2. Cpencra 3awmtel unpopmanuu (C3H) mratHo (QYyHKIMOHUPYIOT COBMECTHO C
TEXHUYECKHUMU U TPOTPAMMHBIMH CPEACTBAMH, KOTOPbIE CHOCOOHBI TOBJIMATH Ha BBIIOJIHCHHUE
npeabasisieMsx K C3U TpeboBanmii;

3. C31 me moryr obecneunth 3amuty I[IJIH OT nelcTBUIA, BBIMOJHSAEMBIX B paMKax
MPeOCTaBIEHHBIX CYOBEKTY NeHcTBUI noHoMounil (HanpumMep, C3U He MOXeT o0ecnieunTh 3aIIuTy
IT/IH OT packpbITHS JHUIIAMH, KOTOPBIM MPEIOCTABIECHO MPABO HA JOCTYI K 3TUM JaHHBIM).

8.1 Onwucanune Hapymmrenei

C TOukM 3peHUs HAIWYHUS MpaBa MOCTOSHHOTO WK PAa30BOTO JIOCTyNa B KOHTPOIUPYEMYIO



3oy (K3) obObextor pasmemienus VCIIJ[H Bce Qusnueckne nuiia MOTYT OBITh OTHECEHBI K

CIIEYIOIIUM JBYM KaTETOPHSM:
Kareropus | - uua, He UMEIOLIME [1paBa AOCTYIa B KOHTpoaupyemyto 300y MCIT/H;

kateropus 11 - nuua, uMerone nNpaBo 10cTyna B KOHTpoaupyeMyro 300y UCII/IH.
Bce noTteHnmanbHple HaPYITUTENH MOAPA3IEHSIOTCS Ha:
BHCIIHUX HAPYLIUTEIICH, OCYIICCTBISIOMIMX aTAKH M3-3a IPEICIOB KOHTPOIUPYEMOM 30HbBI
UCTI/Ix;
BHYTPEHHUX HAPYIIUTENIEH, OCYIIECTBIISIONINX aTaku, HAX0/IACh B Mpe/ieiaX KOHTPOJIUPYEMOU
3onbI UCIT/IH.
B xavecTBe BHENTHETO HAPYIIUTENS KPOME JIMI] KaTEropuu | TOIKHBI paccMaTpUBAThCS TAKKE
auia kareropud I, Haxoasmumecs 3a npeaenamu K3.
B orHomennu UCII/IH B KauecTBe BHEIIHETO HAPYUIUTEISAMY U3 YUCTIa JJMUKAaTeropun I Moryt

BBICTYIIATh!
ObIBLIME COTPYAHUKH OpraHusanuy;

IIOCTOPOHHUE JIMLIA, NBITAOIUECS OIYYUTh 10cTyl K [I/[H B MHULIMATHBHOM LIOPSAKE;
MPEACTABUTENN MPECTYTHBIX OpTaHU3aluil.

BrenHuil HapyImmuTens MOKET OCYHIECTBIIATH:
nepexBaT obpadaTeiBaeMbix TexHUUeckumu cpeacTramu MCIT/Ia TT1/1xH 3acueT ux yTeuku no
TKYHN ¢ wucnonb30BaHWEM TMNOPTATUBHBIX, BO3UMBIX, HOCHUMBIX, a TakKe aBTOHOMHBIX

ABTOMATHYECKUX CPEJCTB pa3Be/IKU CepUHON pa3paboTKy;
JeCTPYKTHUBHBIC BO3ACHCTBHS YepPe3 IIEMEHTHI HH(OPMAITHOHHON

unppactpykTypsl UCII/IH, KOTOpBIE B IPOIIECCE CBOECTO JKU3HCHHOTO IIUKJIA (MOICPHH3AIHS,
COIIPOBOKIECHHE, PEMOHT, YTUIIM3allUsl) OKa3bIBatoTCs 3a npenenamuk3;

HECaHKIMOHMPOBAHHBIA JOCTyn K WHQOpPMAIMM C HCMOJb30BAHUEM CHElHATbHBIX
MPOTPAMMHBIX BO3JEHCTBUH TOCPEACTBOM MPOTPaMMbl BHPYCOB, BPEAOHOCHBIX TPOrpaMM,
AITOPUTMHYECKUX WIHA MPOTPAMMHBIX 3aKIaJ0K;

nepexsaT HMHQoOpMaIY, NepelaBaeMoO MO ceTsM CBSA3M OOIIETro MOJb30BAaHUS WIN
KaHajaM CBSI3M, HE 3alllMIICHHBIM OT HecaHKluoHupoBaHHoro noctyna (HCJl) x uHdpopmanuu
OpPTaHU3aIMOHHO- TEXHUYECKUMHU MEpaMu;

araku Ha CIIJIH myTem peanu3aiu yrpo3 yJAaaeHHOTO T0CTyIa.

Buyrpennuil Hapywmmrens (quua kareropuu Il) noppasjensiercds Ha BOCEMb IpyIIl B
3aBHCUMOCTH OT CIT0c00a U MOTHOMOYHH AOCTyNa K nHpopManuoHusiM pecypcam (MP) UCITn.

1. K nmepBoil rpynmne OTHOCATCS  COTPYAHHMKHM  [IPEANPUATUN, HE  SBISIOLIUECS
3apEeTUCTPUPOBAHHBIMU TOJIb3oBaTesiMu U He gonyumendsie Kk WP WCII[n, no wumerommue
cankuuMoHupoBaHHblii noctyn B K3. K 310l Kareropuu HapyluTeneil OTHOCATCS COTPYAHUKHU

Pa3IMYHBIX CTPYKTYPHBIX IMOAPa3ACICHUNA TPEAIPUATHH: SHEPreTUKH, CAHTCXHHUKH, yOOPIIMIIBI,



COTPYJIHUKH OXpaHbl U PYTHe NI, oOecreunBalole HopMaabHoe PYHKIIMOHUPOBaHUE 00beKTa
UH(MOpMaTU3ALINH.

JIN110 JaHHOW rPYMIIBI MOYKET:

- pacrojaratb UMEHaMU U BECTH BBIIBICHHUE NApOJIEH 3apEeTUCTPUPOBAHHBIX NOJIb30BATENIECH
NUCTIJIn;

M3MEHATh KOHQUTYpaIHIo TEXHUUECKUX cpencTB oopadotku I1/[H, BHOCHTH MporpaMMHO-
annapatnele 3aknanaku B I[ITC WUCII[IH wu oOecneunBaTh cbheM WHGOPMAIMHK, HCHOIB3YS
HEMOCPEACTBEHHOE MOKIIOUYEeHNE K TEXHUUECKUM CPeJICTBaM 00paboTku MHPOpMAIIUH.

2. Ko BTOpoOM Tpymme OTHOCATCA 3aperucTpupoBaHHble monb3oBarenu MCII/IH,
ocymecTistomue orpanudcHabd goctyn k UP MCII/Ia ¢ pabGouero mecra. K »Toif kareropun

OTHOCATCS COTPYJHUKHU NPEANPUATHI, HMEIONIME MpaBo Aoctyna K nokanbHbiM UP UCTT/TH anst
BEITIOJTHCHUS CBOWX JIOJKHOCTHBIX OO0S3aHHOCTCH.

JInno 1aHHOM IPYyIIIBL:
o0Jaiaer BCeMU BO3MOKHOCTSIMM JIUL IIEPBOI KaTEropuu;

3HAET, 110 MEHBbLIEH Mepe, OHO JIEraJIbHOE UMsI IOCTYIIa;
o0agaeT BCeMH HEOOXOIMMBIMHU aTpuOyTaMu (HalpuMep, naposieM), o0ecrneunBaionum
nocryn k UP UCTIH;
pacnosaraet I1/[H, K KOTOpBIM UMEET JOCTYII.
3. K tperbeil rpyIiie OTHOCATCS 3aperucTpupoBaHHble nojbp3osarenu noacucrem UCII/H,
OCYLUECTBIISAIOIIME YAaIeHHbIN nocTyn K IT/H 1o nokanbHol cetu OpraHu3anuu.

JIMuo naHHOW rpyMNIb:
00J1aaeT BCeMU BO3MOXKHOCTSIMU JTUI] BTOPOH KaTeTopuH,

pacnioniaraet nHdopmarnueit o rononoruu cetr MCII/[H u cocTaBe TeXHUUECKHUX CPEICTB
UCII/Ix;
UMEET BO3MOXHOCTB MPSIMOTO ((PU3HUYECKOTO) JOCTYNA K OTACIBHBIM TCXHUUYSCKHM

cpeactam (TC) UCITn.
4. K deTBepToil TIpymme OTHOCATCA 3apeructpupoBaHHble mnogb3oBatenun HCII/IH ¢
MOJTHOMOYMSIMH aJIMUHUCTpaTopa 6e3omnacHocTH cermenTa (pparmenra) UCII/H.
JInno maHHOM rpynmsL:
o0agaet NoaHON nHpopMAIeld 0 CUCTEMHOM U PUKIIAIHOM IIPOTPAaMMHOM OOCCTICUCHHH,
ucnonb3zyemom B cermente MCIm;
obiagaer mosHol uH(OpMAIMEH O TEXHUYECKUX CPEACTBAX M KOH(UTYpALUH CCrMCHTA
NCTI dx;
MMEET AOCTYI K CPEACTBAM 3aILUTHl HHPOPMALIUN U IPOTOKOIMPOBAHMSL, ATAK)KE K OTACIBHBIM

JIeMEHTaM, ucrolib3yeMsiM B cermente MCITAn;



UMEET JOCTYIl KO BCceM TexHuueckuM cpeicrsam cermenra UCII/In;
oOnasiaeT mpaBaMu KOHGUTYPUPOBAHUS U aIMUHUCTPATHBHON HACTPOUKHUHEKOTOPOTO
MOAMHOYKECTBa TeXHUYECKHX cpencTB cermenTa MCIIJIH.

5. K nsaroli rpynme OTHOCATCS 3aperMCTPUPOBAHHBIE MOJB30BATENNd C IMOJHOMOYHAMHU
CUCTEMHOTO aIMAHHUCTPATOPA, BBITOIHSIOMICIO KOH(PUTYPHUPOBAHKE U YIPABICHUC MPOTPAMMHBIM
obecrieyeHeM W 00OpYIOBaHHEM, BKIIOUYas OOOpPYIOBaHHE, OTBEYAMIICEC 33 OC30MACHOCTH
3aIMIIAeMOT0 OOBEKTA: CPEACTBA MOHUTOPWHTA, PE3SPBHOIO KOMUPOBAHUS, AHTHBUPYCHOTO
KOHTPOJIS, 3AIIATHI OT HECAHKIIHOHUPOBAHHOTO JIOCTYIIA.

JIMuo jaHHOW rpyMNIIbL:
obsamacT mosHOM MH(pOPMAITUEH O CHCTEMHOM, CIICITUATIEHOM U

npukiagaom [10, ncnoaszyemom B UCIT/IH;
obnanaet noaHo# uHpopManueit o TC u kondurypamuu UCIIIr

umeeT aoctyn ko BceM TC UCII/IH u naHHBIM;
obnagaeT npaBaMu KOHGUTYpHPOBaHUS U anMUHUCTpaTuBHON HacTpoku TC UCIIIH.

6. K mecroil rpynme oTHOCATCS 3aperucTtpupoBaHHele mnoib3oBarenu HWCII/IH ¢
MOJTHOMOYMSAMHM  aIMUHHCTpaTopa Oe3onacHocTH OpraHuzalyi, OTBEYANOIIET0 3a COONOJIEHUE
MpaBUJl pa3TpaHUYeHHs JOCTyNa, 3a TeHepaluio KIIYEBBIX JJEMEHTOB, CMEHY TMapoJiei,
KpunTorpadguyueckyto 3amuTy HHGOpManuu. AJIMUHUCTPATOp O€30MacHOCTH OCYIIECTBISIET ayIuT
TeX JK€ CPEACTB 3alINUTHI 00BEKTA, YTO U CUCTEMHBIN aIMUHUCTPATOP.

JInno maHHOM rpynmsel:
obmanaer noxaoi unpopmarmerd 06 UCIT/1H;

UMEeT JOCTYNl K CPEACTBAM 3alluTbl MHGOPMAIMKA W NPOTOKONHPOBAHMS W K HYaCTH
kiroueBbIx siemenToB MCI/IH;

HC HMMEET IIpaB JOCTylla K KOH(MUTIYPUPOBAHUIO TEXHUYCCKHMX CPEICTB CETH 3a
MCKIIIQUCHUEM KOHTPOIBHBIX (MHCIEKIMOHHBIX ).

7. K cenpMoii rpyrmine oTHOCATCS JIUIA U3 YKCIIa TPOTPAMMHCTOB - pa3paboTUNKOB CTOPOHHEN
opraHm3alyy, sBistonmxcs nocrasumkamu [10 u auna, odecrneunBarolye ero conpoBOXKACHUE HA
o6bekTe pazmenierus UCIIJIH.

JInno maHHOM rpynmsL:

obmamaer mHMOpMaluerd 00 alropuT™Max M Iporpammax oOpaboTku HH(OpManud B
UCIIH;

o0jasaeT BO3MOXKHOCTSIMHU BHECEHHUS OIIMOOK, HEIEKIApUPOBAHHBIX BO3MOMKHOCTEH,
MPOTPAaMMHBIX 3aKJIaJ0K, BpeaoHocHbIX mporpamMm B [1O UCII/In Ha cramuu ero pa3paboTkw,
BHEJIPEHHUS U COTIPOBOXKACHHUS;

MOJKET pacrionaraTh JoObMU ¢parmeHTamu HHGopMmauu o TC o06pabOTKM M 3alUThI

uHpopmarinu B UCII/IH.



8. K BocweMmoit rpynme otHocsiTcs iepconant, obcmyxusatomnit TC UCIT/H, a Takxe nuia,
obecreunBaroIie OCTaBKy, conpoBokaenue u pemont TC MUCIIJH.
JIn11o JaHHOW rPYMIIBL:

obsamaeT Bo3MokHOCTSIMH BHeceHHUs 3akiaaaok B TC MCIIJIn Ha ctagun ux pa3paboOTKH,
BHEJIPEHHUS U COTIPOBOXKICHHUS;

MOXKET  pacrnonaraTb  (parmeHTamMmu  uHbopmanmun o  Ttonomorun  UCIIJIH,
AaBTOMATHU3MPOBAHHBIX PA0OUUX MECTaX, CepBEPax M KOMMYHUKAIIMOHHOM 000pYAOBaHHH, a TAKKE O
TC zamutst unbopmaruu B UCIT/IH.

8.2 TlpeamnonoskeHus 0 BO3MOKHOCTIX HAPYITUTENS

Jng nomyuenust ucxoausix AaHHbix o MCIIJIH nHapynmrtens (kak I xareropum, tak m II
KaTeropuM) MOXET OCYIIECTBIATh MEpexBaT 3alu@poBaHHON WHGOPMaIllUM W WHBIX JIAHHBIX,
NepeAaBaeMBbIX 110 KaHaJaM CBA3H CETSAM OOLIEro Mojab30BaHuA U (WIH) CEeTAM
MEKIYHAPOAHOTO HHGOPMAITMOHHOTO OOMEHA, a TaKXero JoKaabHbM ceTsim MCIT1n.

JIro60il BHYTpEHHMI HAPYIIUTEh MOXET WMMETh (DU3HUCCKUH IOCTYN K JUHHSIM CBSI3H,
CUCTEMAaM JIEKTPOIIMTAHUS U 3a3€MJICHN.

[Ipennonaraercs, YTO BO3MOKHOCTH BHYTPEHHETO HAPYIIWTEIIS CYIIECTBECHHBIM 0Opa3oM
3aBUCIT OT JAEHUCTBYIOIIMX B Ipelesiax KOHTPOJUpyeMoil 30HbI 00bekToB pasmelucHus WCIIx
OTPaHUYUTEIBHBIX (PAKTOPOB, M3 KOTOPBHIX OCHOBHBIMU SIBIISIIOTCA PEXUMHBIC MEPOUPUATHS H

OPraHU3aLMOHHO-TEXHUYECKUE MEPBI, HAIIPABJICHHbBIC HA:
MPEOTBPAIICHUE U TPECEUEHUE HECAHKITMOHUPOBAHHBIX JICHCTBUI;

moa0OpP M pacCTAHOBKY KaJpOB;

JOTTYCK (pU3MUECKUX IHI B KOHTPOJIMPYEMYK 30HY M K CPEACTBA BBIYMCIUTEIBHON
TEXHUKH;

KOHTPOJIb 3a MOPSAKOM MPOBEeHUs padoT.

B cwity 3TOr0 BHyTpeHHHN HAPYIIMTENb HE UMEET BO3MOXKHOCTH MOIYUYEHHUsS CHENHATTBHBIX
3HaHuit o UCII/IH B oObeMe, HEOOXOAUMOM AJisi PEIIeHHs] BONPOCOB CO3/IaHUS M MPEOIOIeHMs
cpencts 3amuThl [1JIH, 1 MCKITIOYaeTCs €ro BO3MOKHOCTB IO CO3JJaHUIO Y IPUMEHEHHUIO CITEUATIBHBIX
IIPOrPAMMHO-TEXHUYECKUX CPEACTB peaM3aluy  LEJICHAIPABICHHBIX BO3JCHCTBMH JTAHHOIO
HApYIIUTENsl Ha MOMICKAIIME 3auTe OOBEKTBI M OH MOXET OCYLIECTBISATH IONBITKH
HECaHKLMOHMPOBAaHHOrO pocryna k HMP ¢ uCnone30BaHMEM TONBKO INTAaTHBIX IIPOrPAMMHO-
texanueckux cpeacts UCI/H 6e3 HapyIIeHUS UX ETOCTHOCTH.

Bo3MoXHOCTE CrOBOpa BHYTPEHHHX HApyIIMTENCH MexIy co0oif, croBopa BHYTPEHHETO
HApyIIUTENsl ¢ IEepCoHanIoM opranusanuii-pazpadorunkoB moacuctem MCIL/IH, a Ttakke crosopa
BHYTPEHHETO U BHCITHETO HAPYIIMTEIEH HODKHA OBITH HCKITIOYEHA IIPUMEHEHUEM

OpraHu3alMOHHO-TEXHUYCCKUX U KaAPOBO-PEKUMHBIX MEP, JCUCTBYIOILMX Ha 00BEKTAX Pa3sMELICHHS



WCTITn.
8.3 Ipeamonoxenus 006 UMEIONIMXCS Y HAPYIIIUTEITS CPEJICTBAX aTaK

[Ipennonaraercs, 4TO HAPYLIMTEIb MMEET BCE HEOOXOAMMEIC [UISl TPOBEIACHHS aTak Mo
JOCTYIIHBIM €My KaHaJjlaM aTak CpeiCTBa.
Buewrnuii Hapymurens (Jina kareropuu I, a taxoke suua kareropuu Il npu HaxoxxaeHuu 3a
npeaenamu K3) MOXKET UCIIOIB30BaTh CIEAYIONIME CPEACTBA JOCTYIIA K 3aIIMIIaeMOi HH(pOpMaLHu:
JOCTYITHBIC B CBOOOJHOM MPOAaXKe anapaTHbIe CPEICTBA U IPOTpaMMHOE 0OecricueHue, B
TOM YHUCJIE IPOIPAMMHBIE U AllIIAPATHBIE KOMIIOHEHTBI KPUIITOCPEICTB;
CrHelxanbHO pa3paboTaHHbIE TEXHUUECKHE CPE/ICTBA U MPOTrPaMMHOE 00ecTeYeHue;

CpCACTBA NMCPCXBATA U aHAJIN3a I/IH(l)OpMaHI/IOHHBIX IIOTOKOB B KaHaJiIaX CBA3H,

criellManbHble TEXHUYECKUE cpecTBa nepexsata nHdopmanuu no TKYU;
mratHeie cpencrsa MCII/IH (Tonbko B ciayyae UX paclioiokeHus 3anpenenamu K3).
BuyTpennunii HapymmTens U JOCTYIIA K 3aIMIIaeMon nHpopmanuu, conepxameit [1/1H,
MOJKET HCII0JIb30BaTh TouIbKO ITaTHble cpeacrsa MCII[H. Ilpu 3TOoM €ro BO3MOMKHOCTH 110
UCIIOJB30BAHUIO ILUTATHBIX CPEICTB 3aBUCAT OT peanusoBaHHbix B WCIIJIH opranuzanuoHHO-

TEXHUYECKHMX U PEKMMHEIX MEP.
84 Onucanue KaHaJIoB aTak

Bo3MOXHBIMH KaHaIaMH aTak, KOTOPbIE MOXKET MCMHOJb30BaTh HAPYIIUTENb IS JTOCTYIA K
sanuiaeMmoit nHGopmanuu B UCIJIH, seastoTes:
KaHaJIbl HETOCPEICTBEHHOO IOCTYIA K O0BEKTY (BU3YaTbHO-ONTHYECKHUH, aKyCTHYECKUH,
dbuzndecKuii);
3JICKTPOHHBIC HOCHUTENM HH(OpMAIMH, B TOM HYHCIEC CHEMHBIC, CIAHHBIC B PEMOHT U

BBLILICAIINE U3 YIIOTPEOIeHUS;
OyMakHbIE€ HOCHUTENN MH(pOPMaIINK;

LITaTHbIE IIporpaMMHo-annapartHele cpeacrsa MCII/Ix;
KalenbHbIE CUCTEMBI U KOMMYTAllMOHHOE 00OpYJOBaHUE, PACIONOXKEHHBIE B Mpesenax
KOHTpOJINpyeMoii 30HbI U He 3armumieHasie oT HCJI x uadopmaruu oprann3aiimOHHO TCXHUUCCKIUMHU

MEpaMy;
HE3alMIICHHbIC KaHalbl cBsa3u; TKY .

8 5. Tun napywnrens npu ucnoib3oBanuu B UCI/In kpunrorpaguaeckux
CPEACTB 3aLIUTHl HH(OPMALUU
[Ipu o6mene undopmanumeii mexay UCIAH 1 BHEIIHUMH IO OTHOUICHHUIO K MPEATIPHITHIO
UHPOPMALMOHHBIMUA CHCTEMaMHU HEOOX0AMMO UCTIONB30BAHUE CPEACTB KPUNITOT pahUICCKOM 3aIiThI
unpopmaunu (CK3N).
YpoBeHb KpHUIITOTPAPUUECKON 3alllUThl MEPCOHAIBHBIX JaHHBIX, oOcecmeunBaemoit CK3U,

OIIpeEIIAeTCs IIyTEM OTHECEHUS HapyIIUTENs, JIEHCTBUAM KOTOPOro JojkHO nporusoctosits CK3U,









[Ipunumaercs, uro MCIIIH uMeeT BBICOKHH ypOBEHb UCXOAHOM 3alUILEHHOCTH, €CIIN
He MmeHee 70% xapaxrepuctuk WCIIJIH cOOTBETCTBYIOT YpOBHIO «BBICOKHID), @ OCTaJbHBIE YPOBHIO
«CPEIHUI.

B cnyuae, eciu He meHee 70% xapakrepuctuk MCIIJIH OTHOCUTCSI KypOBHIO «HE
HUKE CPEIHETO», & OCTAIBHBIC K YPOBHIO «HU3KHUIY, TO HexonHas 3auuieaHocts MCIT/x
OyJeT CpeHero ypOBHSI.

Bo Bcex octanbhbix ciyvasx UCII/IH OyaeT uMeTh HU3KUH ypOBEHB 3alIMIIEHHOCTH.

Ucxons u3 kpurepueB olieHKH, Aenaem BbIBoJ, 4yTo MCIT/IH OpranuzanuuumeeT HU3KHIT
YPOBEHB 3aIUIIEHHOCTH.

9.2. OmpenaeneHue akTyanbHBIX yrpo3 6€30MaCHOCTH
MEPCOHANBHBIX TAaHHBIX J[71s1 OllEHKH ypOBHS UCXO/IHOM 3aIUIIIEHHOCTH BBOAUTCA KO UIIUEHT
HCXOIHOM 3aIIAIIEHHOCTH Y |, KOTOPBIA MOXET NPUHUMATh 3HaueHus1: 0 - 71 BEICOKOU CTEIEHU
HUCXOJHOHN 3alUILEHHOCTH;

S - A1 cpeAHeEN CTeNeH! NCXOAHOM 3aluIeHHOCTH; 10 - 171 HU3KOW CTEeNEHN UCXOIHOM

3aIIHUIIEHHOCTH.

CrnenyrolnmM  mapaMeTpoM, HEOOXOIWMBIM JJIsl  ONpeAeNieHus] aKTyaJbHOCTH  YTpo3
6esomacHoctn II/IH, sBnsercs wactoTa (MM BEPOSTHOCTH) peajM3alldi YIPO3bl, MOJA KOTOPOU
MOHUMAeTCd OMNpeJeNIeHHbIM HJKCIMEPTHBIM MyTEeM I0Ka3aTeNb, XapaKTePU3YIOUIMH BEepOSITHOCTh
peanmu3amyu KOHKpeTHOW yrpossl Oezomacnoctu I1[Jn mns MCIIJln B peanbHBIX YCIOBUSX €€
¢ynxkunonupoBanus. BEBogutcs 4eTsipe 3HaYSHHS 3TOTO OKa3aTes, 0003Ha4aeMoro Kaxk Y 2:

MAJIOBEPOSITHO - OTCYTCTBYIOT OOBCKTHBHBIC NPEANOCHUIKH ISl OCYIICCTBICHUS YIPO3BI
(HarpuMep, yrpo3a XHUILeHUsl HOCUTENeH nH(popMary TunaMy, He HMEIOLUMH JICTATBHOTO A0CTyIa
B IIOMEILEHUE, [J1€ [10CJICIHUE XPAHSTC);

HHU3Kasi BEPOSATHOCTD - OOBEKTUBHBIC TPEAIOCHLIKH ISl pealln3alui yrpo3bl CYLIECTBYIOT, HO
LIPUHATBIE MEpbl CYLIECTBEHHO 3aTpyJIHSIOT €€ pealu3auuio (HalupuMep, HCII0JIb30BaHbI
COOTBETCTBYIOLIME CPEACTBA 3ALIUTH HHGOPMALIHH);

CPeAHSS BEPOSTHOCTD - 00BEKTHBHBIC PEATIOCHUIKH JISl pEaTU3allii YTPO3bI CYILIECTBYIOT, HO
HIpHHATBIE Mephl o0ecrieuenus 6e3onacHocTH [1/lH HepocTaTouHbL;

BBICOKAs! BEPOSITHOCTD - OOBbEKTUBHBIC PSANOCHUIKH [T PEATH3aUU

YIPO3bI CYIIECTBYIOT M MEpEHI 110 obecrieuenuto 6e3onacnoctu [0 HE TPUHSATEL.
JIaHHBIN MOKa3aTeNb NPUHUMAET CIIEAYIONIME 3HaUeHU: 0 - AJIs1 MaTOBEPOSTHON
YIpo3bl;

2 - st HU3KOM BEPOSITHOCTH YTPO3bI; 5 - 11 CPEAHEN BEPOSATHOCTH YTPO3HI;
10 - st BBICOKOM BEPOSITHOCTH YIPO3BI.

Vcnonb3ys 3HaueHUs! MPUBEACHHBIX Bblllle nokazatened Y1 u Y2, Beruucnsercs koddduireHT



peaIu3yeMocTH Yrpo3sl Y, onpeaensieMbiil cootHomenueM Y = (Y 1+Y2)/20.

B 3aBHCHMOCTH OT CBOETO 3HAYCHHS FTOT KOIPPUIHECHT IPUHUMACTIHAYCHUS:

0 <Y <0,3 - peastnzyeMoCTb yrpo3sl lipu3HaeTcst HU3KoM; 0,3 <Y <

0,6 - peanmuzyemocTb yrpo3sl IpusHaercs cpenneit;0,6 <Y < 0,8 - peanuzyemMocTb yrpo3sl

IIPU3HACTCS BBICOKOH;

Y > 0,8 - peasiuzyemMocCTb yrpo3bl IPU3HACTCSI OUEHb BHICOKOM.

Hanee naerca onenka omacHocTH kaxnoW yrpossl [1JIH ams UCIT/IH. /laHHas oueHKa HOCHUT
JKCIIEPTHBIN XapaKTep M MojJyyaeTcs MyTeM Oompoca SKCIepToB B 00JacTH 6€30MacHOCTH WHGOPMaIIHH.
JlaHHas OlleHKA UMEeeT TPH 3HAYCHUSI:

HU3Kast OITACHOCTh - €CITM PEaTH3aIHsl yTPO3bl MOKET MPUBECTH K HE3HAYUTEIBHBIM HETATUBHBIM
MOCNEICTBUAM Tt cyObekToB I1]1H;

CpeAHss ONMACHOCTb - €CJI PeAT3alysl yrpo3bl MOKET IPUBECTU K HETaTHBHBIM MOCIIEICTBHUIM
st cyonsektoB [1/]H;

BBICOKAs1 OTTACHOCTh - €CJIM peajln3alysl YrPO3bl MOKET IPUBECTU K 3HAUYUTEIbHBIM HETaTUBHBIM
MOCNEICTBUAM T cyObekToB [1/1H.

[Tocne mpocuera BceX NoOKaszareiel TPOM3BOIUTCS OIEHKA AKTYATRHOCTH KaXIOH YTPO3BI

6e3onacuoctu I11n ipu ux o6padorke B UCII/{n ucxoas U3 MaTpuLbl, IpUBEACHHAs B Tadbauie 9.2:

Tabnuia 9.2 - MaTtpuiia pacueTa akTyanbHOCTH yrpo3 OezomacHoctu I1/1H

Peanmzyemocthb
yIrpo3sl
IlokazaTesb OIACHOCTH YIPO3bI
Huskas Cpennss Bricokas
Huskas HCAKTYyaJIbHAast HCAKTYyaJIbHas1 aKTyaJIbHasd
Cpennsist HeaKTyalbHas aKTyanbHas aKryajbHas
Beicokas aKTyanbHas aKTyanbHas aKTyajbHas
Ouenb aKTyajabHas aKTyanbHas aKTyajbHas

Ha ocHOBaHMM MOJOXKEHUH MOJCIH YIpo3, MOJCIY HAPYLINTENS, JAHHBIX 00 MCXOAHOU
sanmmendoctn UCITQa (Y1), xoadduumente peamuszyemoctu yrpo3bl (Y), BEpOSITHOCTH €€
peanuzauuu (Y2), a Takke 3KCIIEPTHOW OLEHKH OIIACHOCTU YI'PO3bl, ONPENEIISETCS aKTyalbHOCTh

Kaxao0u yrpossl 6e3onacHoctu I1/1H, obpabareiBaembix B UCII/IH. (Tabnuma 9.3)



Tabauna 9.3 - AktyansHocTbh yrpo3 6e3onacHoctu [1/1H

BeposiTHOCTB Koadduunent Onenka Orerka
¥Yrpo3za 6e3omacHoctd 110 peann3zanuu peannu3yemMocT OIacHoOCT AKTYaJIbHOCTH
YIPO3HI UYyTpo3bl HYyTpO3bl yYIPO3bl
Pasriiamiene, nepesiaa 5 0,75 CpenHsis aKTyaJjbHas
WM yTpara aTpudyToB
pasrpanudenus gocryna Kk UCITdn
Hapymierue npasm 5 0,75 HU3Kas aKTyaJbHas
XpaHeHus aTpuOyToOB
pasrpanndeHud nocryna Kk UCIT/Tx
HecooGuenue o dakrax 10 1,0 BBICOKAs aKTyanbHas
yTpaThl, KOMIIpOMETALUU
aTpuOyTOB pa3rpaHUYCHUS
nocryna k UCIIIn
Brenpenue areHToB B 0 0,5 BBICOKasI aKTyaJibHas
YKCJIO [IEPCOHANA CUCTEMBI
2 0,6 BBICOKas! aKTyaJbHad

HecaHKkinoHMpOBaHHBIN
3aITyCK TEXHOJIOTUYECKHUX
[POrpaMM, CIIOCOOHBIX TIPH
HCKOMIICTCHTHOM HCTIOJIb30BAHUHT
BLI3BIBATE MOTEPIO
paboTOCIIOCOOHOCTH CUCTEMBI HITH
OCYILECTBIISAIONIMX HEOOpaTHMBIC
M3MCHECHHS B CHCTEME
(dbopmaTupoBaHvie UIu
[PECTPYKTYPHU3ALINIO HOCUTEEH

1H(bOpMallnK, YJaJleHHE TaHHbIX U




T.I1.)

BBOII OIINOOYHBIX JaHHBbIX

1,0

HU3Kad

aKTyaJbHas

JIeficTBHS COTPY/THHKOB,
PUBO/IAIIMC K YACTUYHOMY FITH
MOJIHOMY OTKa3y CUCTEMBI UITN
HapyIIEHUIO paboTOCITOCOOHOCTH
ANapaTHBIX WIH TPOrPaMMHBIX

CpeacTB

0,75

BBICOKas1

aKTyaJlbHas

HUrnopuposanue
OpraHU3alMOHHBIX OrPAHUYCHUI
(yCTaHOBJICHHBIX MIPABUI) IPH

padote ¢ I1]]

10

cpenHsis

aKTyaJibHas

PuszndecKoe pa3pyricHue
WU BBIBOJL U3 CTPOS BCEX HIIH
OT/ICIBHBIX Han0OJee BaXKHBIX

kommoHnentoB MCITIn

0,5

BBbICOKas1

aKTyaJlbHas

3aKyIIKU HECOBEPLLUEHHBIX,
YCTAPEBIINX WK
HCTICPCIICKTUBHBIX CPE/ICTB
MHPOpPMATU3ALUH U

MH()OPMAITMOHHBIX TEXHOJOTHIA;

0,5

HU3Kas

HEaKTyaJIbHasa

Xwurienre HoCUTeIeH

0,6

BBICOKas

aKTyaJlbHas




uH(popMannu, cogepxkamux [1/]

To ke, BHEITHUI

HapyLIUTEIb

0,6

BBICOKas

aKTyajbHas

HeszakonHoe nonyuenue
napoJiel U Apyrux peKBU3NTOB

pasrpanndenus ngoctyna k UCIT/IH

0,75

cpeaHsis

aKTyasbHas

To xe, BHCIIHHIA

HapyIIUTETh

0,6

cpeaHsis

aKTyaJbHas

HecankimonupoBanHas
Mo (UKAIMS TPOTPAMMHOTO

o0ecTIeUeHIS

0,75

BBICOKAasA

aKTyaJbHas

To ke, BHSIITHHAMN

HapYLUUTEIb

0,6

BBICOKAas

aKTyasbHas

ITepexsat I1/1,

MEPCAABACMBIX MO KaHAJIaM CBA3H

0,5

BBICOKasA

aKTyasbHas

To ke, BHCIIHHI

HapyIIUTETh

0,5

BBICOKasA

aKkTyasbHas

HecanknuonupoBanHoe
KOIMMHPOBAHUE HOCUTENIEH

HpopMmarinu ¢ [1]]

0,75

cpenHsis

aKTyajbHas

To k¢, BHCIIHHI

HapyIIUTETh

0,6

cpeaHsis

aKTyasbHas

Urenune ocraro4HON
MHPOPMALIK U3 ONCPATHBHOMN
[aMSTH U C BHEIITHUX

3aIIOMMHAIOIUX YCTPOUCTB

0,5

HU3Kad

HCaKTyaJIbHAaA

To ke, BHCIIHMIA

HApYIIUTEIh

0,5

HU3Kad

HCaKTyaJIbHAaA

Henpeanamepennoe

3apakeHHe KOMIBIOTEpa BUPYCAMHU

0,75

HU3Kad

aKTyajbHas

[Ipennamepennoe

3apakeHHe KOMIBIOTEpa BUPyCcaMHy

10

1,0

HU3Kad

aKTyasbHas




BwmemarenscTBO B poriece
¢dyuxrmonnposanus UCITJH ,
ceTel 00IIEero Nonb30BAHUSA C
[€/1bI0 HECAHKLIMOHUPOBAHHOM

MOAU(UKAIIIHN JTAHHBIX

0,75

BBICOKas

aKTyajbHas

To ke, BHEITHUIH

HapYLIUTEIb

0,6

BBICOKAasA

aKTyasjabHas

Hecauknuonuposanuoe
BHEJIPCHUE U UCIIOJIb30BAHUE
HEYYTECHHBIX [IPOI'PAMM, HE
SIBIISIIOIIMXCSL HEOOXOAUMBIMU IS
BBIIIOJIHCHNS COTPYAHUKAMU CBOUX

CTyKeOHBIX 00s3aHHOCTEH

10

1,0

cpeaHsis

AKTyabHas

To ke, BHCIITHHIA

HapyIIUTETh

0,75

cpeaHss

aKTyasbHas

Heywmepimnennoe
MOBPEXK/ICHUS BHEIITHUX

KaOeIbHBIX CHCTEM CBSI3H

0,6

HU3Kad

HCaKTyaJIbHAA

Bo3HUKHOBEHME TI0KApPOB B

HCMOCPEICTBCHHON OTM30CTH K

0,6

BBICOKas

aKkTyasbHas




MOMEIIICHUSIM, B KOTOPBIX
obpabatriBaroTces [1]] m apxuBam
[1/] pe3ynpTaTe HEUCIIPABHOM
HIICKTPOIIPOBOAKHY, HEUCITPABHBIX
TCXHUYCCKUX CPEIICTB, HAPYILICHUS
COTPYIHUKAMU TIPABHII

[IPOTHBONIOKAPHOW OE30MaCHOCTH.

Paspymenue 3panui, 0 0,5 BBICOKAsI aKTyaJibHas

OTACITBHBIX l'[OMeH_[eHI/II\/'I

Bosgeiicreue 5 0,75 HU3Kas aKTyaJbHas

aTMOC(hEpPHOTO 3IEKTPUUIECTBA

Bo3uukHosenue 2 0,6 HH3Kas HEaKTyalbHas

CTHXHUHHBIX O4aroB IMOXKapoB

ABapuu B cucteMax 5 0,75 HU3Kas aKTyasbHas

DIEKTPOTTUTAHUS

Hapyenne 5 0,75 cpeaHsist aKTyalbHas

TEMIIEPATYPHOTO pEXKUMA B
MOMCIICHUSX C KPUTHYCCKUM
000pyZ0BaHNEM pe3yJbTaTe
HCHUCITPABHOCTHU CUCTCM

KOHINIHMOHUPOBAHHA

ABApHU B CHCTEMaX 2 0,75 cpelHss aKTyaJlbHas

OTOIUIEHHS U BOJAOCHAOKEHUS B
HEMOCPEICTBEHHOM OITM30CTH K
MOMEIIICHUSIM, B KOTOPBIX

obpabatriBaroTces [1]] m apxuBam

[

Pazpab6oran: Cuniior M.A.



